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DETAILED ACTION 

Claims 1-17 are pending. Claim 1 is amended. 

Response to Arguments 
Applicant's arguments with respect to claims 1-17 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §112 
The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-17 are rejected under 35 U.S.C. 112, second paragraph, as being 
incomplete for omitting essential elements, such omission amounting to a gap between 
the elements. See MPEP § 2172.01. The omitted elements are: said new server 
configuration being associated in said table with said value of said counter such that a 
particular configuration of said new server configuration depends on the total number of 
times that said first server has been a victim of a security assault or possible security 
assault . The configuration depending on the counter and the counter is incremented 
upon being a victim of a security assault or a possible security assault according to the 
claim. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
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applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-11 and 13-17 are rejected under 35 U.S. C. 102(e) as being anticipated 
by Smithson et al. (US 6,898,715) hereafter Smithson. 
Regarding claim 1 : 

Smithson discloses a method for automated adaptive reprovisioning of servers 
under security assault, the method comprising: 

detecting a security assault or a possible security assault on a first server [Figure 
4 and column 5 lines 15-47]; 

incrementing a counter that tracks a total number of times that the first server has 
been victim of a security assault or a possible security assault [figure 5 and column 5 
line 48-column 6 line 16, it is inherent in the predefined sequence that there would be a 
counter to keep track of which step will be processed next]; 

notifying a human operator if a value of said counter exceeds a maximum limit 
[column 9 lines 1-7]; and 

reprovisioning by automatically creating a new server instance with a new server 
configuration to perform at least one of the tasks performed by said first server, if said 
value of said counter does not exceed the maximum limit [column 5 line 48-column 7 
line 13 and figure 5, each execution of a step is considered by examiner to be a new 
server instance as the instance is different from the previous instance and did not exist 
prior to execution of the step], wherein said new server configuration for said new server 
instance is selected from a table comprising a plurality of new server configurations, 
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said new server configuration being associated in said table with said value of said 
counter such that a particular configuration of said new server configuration depends on 
the total number of times that said first server has been victim of a security assault 
[figure 5, the table consists of the steps and the action(s) to be taken at each step]. 
Regarding claim 2: 

Smithson discloses the method of claim 1, wherein said detecting comprises 
determining if said first server is a candidate for reprovisioning, because of properties or 
behavior that suggest its security has been compromised or is likely to be compromised, 
or its functioning otherwise unacceptably impaired, by a security assault [column 4 lines 
37-column 5 line 14]. 

Regarding claim 3: 

Smithson discloses the method of claim 1, wherein said reprovisioning comprises 
automatically bringing up said new server instance, or otherwise making available said 
new server instance to customers or other users of said first server [column 5 lines 58- 
63]. 

Regarding claim 4: 

Smithson discloses the method of claim 1 , further comprising bringing down said 
first server prior to said reprovisioning [column 7 lines 7-13]. 
Regarding claim 5: 

Smithson discloses the method of claim 1 , wherein said new server instance 
brought up in said reprovisioning differs from said first server in at least one parameter 
[column 6 line 12-column 7 line 13]. 
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Regarding claim 6: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server is responsive to whether or not other security 
incidents have been detected in a network to which said servers are coupled [column 4 
lines 25-65\. 

Regarding claim 7: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server is responsive to a nature of any other security 
incidents that have been detected in a network to which said servers are coupled 
[column 4, lines 25-65]. 

Regarding claim 8: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server is responsive to a probable compromise or a 
functional impairment observed in said detection [column 4 lines 25-65\. 

Regarding claim 9: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server includes a version of server software used by 
said servers [column 4 line 66-column 5 line 14, it is inherent that Microsoft Exchange 
Server includes a version of server software]. 

Regarding claim 10: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server includes a version of operating system 
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software used by said servers [column 4 line 66-column 5 line 14, it is inherent that 
Microsoft Exchange Server runs on Microsoft operating systems and includes a version 
of operating system software]. 
Regarding claim 11: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server includes a version of network connectivity 
software used by said servers [column 3 line 65-column 4 line 17, it is inherent that the 
network links contain versions of network connectivity software]. 

Regarding claim 13: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server includes a degree of function offered to users 
by said servers [column 6 line 12-column 7 line 13]. 

Regarding claim 14: 

Smithson discloses the method of claim 1 , wherein said new server instance 
brought up in said reprovisioning differs from said first server only if more than a fixed 
number of instances of probable server compromise have been observed [column 4 
lines 24-65]. 

Regarding claim 15: 

Smithson discloses the method of claim 1 , wherein a difference between said 
new server instance and said first server is responsive to a number of probable server 
compromises that have been observed [column 4 lines 24-65]. 

Regarding claim 16: 
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Smithson discloses the method of claim 1 , wherein said first server comprises a 
computer providing services through a network [column 3 lines 32-44]. 
Regarding claim 17: 

Smithson discloses the method of claim 1, wherein said first server comprises a 
program running on a network-coupled computer, providing services through a network 
[column 3 line 65-column 4 line 23]. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Smithson. 

Smithson discloses the method of claim 1 , but does not disclose wherein-a 
difference between said new server instance and said first server includes a strength of 
encryption used by said servers. Examiner takes official notice that encryption and 
various strengths of encryption were well known in the art. All the claimed elements 
were known in the prior art and it would have been obvious to one skilled in the art to 
combine the elements as claimed by known methods with no change in their respective 
functions, and the combination would have yielded predictable results to one of ordinary 
skill in the art at the time of invention. 
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Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JAMES TURCHEN whose telephone number is 
(571)270-1378. The examiner can normally be reached on MTWRF 7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 )272-381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

JRT 

/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 



